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(57)Abstract 

PROBLEM TO BE SOLVED: To allow a system to confirm whether or not 
image data have been altered from image data at photographing. 
SOLUTION: An electric signal outputted from a CCD is converted into a 
digital signal in a step S1 1. Digital data outputted from an A/D converter . 
are stored in a RAM in a step S12. Various image corrections are applied to 
the data stored in the RAM in a step S13. The data corrected in the step 
S13 are compressed by the JPEG system in a step S14. Error detection 
data are generated from the compressed image data in a step SI 5. Error 
detection data are encrypted in a step SI 6 to obtain encrypted data. The 
image data and the encrypted data are stored in a flash memory as a JPEG 
file, in cross reference with each other in a step SI 7. 



IccosMBflXft J—— -S10 

1 

I A/DJgfe I 311 



[ 



fl AMC53S 



512 



J— 



514 



SlG 



S16 



-sir 



LEGAL STATUS 

[Date of request for examination] 

[Date of sending the examiner's decision of rejection] 

[Kind of final disposal of application other than the examiner's 

decision of rejection or application converted registration] 

[Date of final disposal for application] 

[Patent number] 

[Date of registration] 

[Number of appeal against examiner's decision of rejection] 
[Date of requesting appeal against examiner's decision of 
rejection] 

[Date of extinction of right] 



09.09.1999 



Copyright (C); 1 998,2000 Japanese Patent Office 



http://www1 .ipdljpo.go.jp/PA1 /result/detail/main/wAAAal 6762DA41 1 21 5452P2.htr 2001 /04/1 9 



f 



1/1 ^— v 



* NOTICES * 

The Japanese Patent Office is not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The digital camera characterized by having a means to associate and output the photosensor which has two or more 
pixels, a means to change the output of the aforementioned photosensor into the image data which consists of a digital signal, 
the record medium which records the aforementioned image data, a means to generate error detection data from the 
aforementioned image data, and the aforementioned image data and the aforementioned error detection data. 
[Claim 2] The digital camera according to claim 1 characterized by having a means to encipher the aforementioned error 
detection data. 

[Claim 3] It is the digital camera according to claim 1 or 2 characterized by being able to detach [ record medium / 
aforementioned ] freely, and for the aforementioned image data and the aforementioned error detection data relating, and 
recording them. 

[Claim 4] The picture image authentication system characterized by having a means to be a picture image authentication system 
using the digital camera given in any 1 term of claims 1-3, and to input image data and error detection data, and a means to 
collate the aforementioned image data with the aforementioned error detection data. 



[Translation done.] 



http://vyww4jpdljpo.gojp/cgi-bin/tran_web_cgi_ejue? 2001 /04/1 9 




mB*mmttft (jp> (12) & ^fj 4$ !fr ^ SE < A) antwwraMHw 

-215452 

(43)&|0B ¥^ll¥(1999)8 ^6 0 



(50 intci. 6 mm^ F I 

H0 4N 5/765 H0 4N 5/781 5 1 OF 

5/781 5 1 0 L 



H^®<0»4 OL 6 H) 





WH¥10- 11408 


(7DWISA 


000002369 










(22>mMB 


^10^(1998) 1^23 B 




^CS^rTiKe^TTi 2TB4#1^ 






(72) &wm 










^1&»$^;*:*J3TB3#5^ iz-fn 
























^»MffrrfcA*i3T@3#5^ i-fn 
















a_t fnA 








^i*Wi&m:fcfc3T@3#5^ t-f3 








-x:7V>tk££*±F*j 






(74)f$SA 





(54) BS#l<D£fM er^^J^^^^WnSfflt^B^SSE^X^A 



(57) [Sfi] 

T? ft A/ D mSt&fr h HJ2> 5 ft/cf^ * JU?*- £ £ R A 
MtefefaT&o Xf 1 3-CttRAM{CS2iik3tlfc 

•Ctt^^v^S 1 3 VffliE£tltc'f~-% ; $: J PEG^ 



CCDA©«7J0 



1 



ze: 



RAMCSfl 



mmmm 



-S10 



-S11 



-S12 



S13 



-S14 



-S15 



S16 



-S17 



C2) 

1 

hu lE^-fe > If © HJ# £ f'i* * ^fl-sf 2» 6 & £ ig& -r- £ 

Huisui^^- $ t o Attn?*- * t % wrnmir m 
*✓ £ ^ # ^ ^ * fflc >/ciS&t&lE^ x a & o r , 

[0 00 1 ] 

^ £ £ t OX lEIW £ * ^ # ^ ^ icffl f & 4> 
[0 00 2] 

3*KJ£#|a* & c <b riM*#sfi2»3 ft**-* 6 30 

3tt£fcti>. c<D£5%;*?s5lc<£-iXM&ZtitdmM 

[0003] jfi^r we c D^cwfc-fe >y-tc£ o 
u ^txzfiszfrm^cm&ox 

s^^^m*mi>xm&<DU&^&*teimj:%:ffiAx$- 40 

[0 004] 



i 1 -2 1 5452 

2 

j:bRorjnx©»*a3-r«:i!inx-r-5 cim s/c 

[0 00 5] L/c#oT, *^©aff!ltta»*OiB* 

!B«ffiiE^^^A«rfii«-rsciK:*S. 
[0 00 6 ] 

***S^Fffi^. CRC (Cyclic Redundancy check) 
& 5 1*52— ^^^^ *^ (one-way hash functlo 

n) ^im^Ci^t^^ 

[0 0 0 7 ] ^^CDIt^2^IBig<D7 r ^^;U^y -5 

[0 0 0 8 ] ^^(Dff^3tCiatSO-r^^^*^^ 
v n v^cccfc 0 iE^i^m o r iSf^x- ^ £ 

m o ttffi ^ ^ t &m&2&m#*cmmttv x%m $ ti 

[0 0 0 9 ] *^©«3jcffl4CCiffitt©H«asaE£/^-?- 

tf y 7 cc J: o rf ^ nr 5 tifc^s* ^mk 

[0010] 

tcm^xmrntcwm-rz. 

[0 0 1 1 ] S2«^^CD|||Fg^(C7)T r ^^;b^^7 1 
3fcU>X12. ^-fe>^iO-CCDCCD (Charge Coupl 



3 

edDevice) 13. A/D^Ml4 t RAM (Random A 
ccess Memory) 15, HHSfc-r- 5 £lE&*r £ MmmM 

6©rtS£5W©>*y n> 2 0 ^Kffi^T^/ctfXD-f' > 

7&£*»6tti3S3*is. Mfspsaei i« 

[0 0 12] 13153:^*^*^7 iec J: oaa?Wfto 

T\ JUtIgU^XI 2tcJ:9»#3ftfc##CCD 1 3CC 
9-^>t> ';^t - h\ fftfc^CCD 1 3 

ISI»«WSISi iK<fc-oTgifrft&c\ £/c«:i— if-© 

3 5C^-f J:5CCR (Red) , G (Green) , B (Blue) © 

<< ^**«ts««©h*#v r y ^^«KBe 

gStifcCCD 1 3*ffil*SCiCCi:0, */v-BMi* 
UK?* C C (Cyan) % M (Mapenta) . 20 

Y (Yellow) . G (Green) ©*§fey 4 ^*«rWT 2>C 

[0013]X7--^S1 im CCD 1 3a>6ttJ# 
3nfc«afi-^3&«A/Da»Sl 4KJ:»3f f ^*;HI-^ 
«C£»S*1. 1 2t1iA/DfMl 4^6 

U^^n/c^^Jl/^-^^^LO/c^DMA (Dire 
ct Memory Access) «C <fcO«WP*S 1 1 £/ri*-<raE& 
RAMI 5©T FU*£JgffiL,TiE»$*l3. RAMI 

l^CimS, 30 
[0014]^f^S13t« k R AM 1 5 GCfEf^£ 

IL fe»JE&f<Z>»aoiiB««iE3Wftoti*. 
[0015] ^f ^S 1 4Ttt ilf&faS§^#^©f2 

— J PEG (Joint Photographic Experts Group) 

J&T£o JPEG«R, G, B©&fe2 5 6PgtS©#Jl 

o«??i®K*asfr-5c«t3wr#s. jpegsbb. 

[0016]^f->7'Sl 5-Cfcfc, Xf^Sl 4~C£ 

7*-*3 2£2iI»-CSIOfct>©#. ®4©J:5K:^;* 
nSi-TS. H4©Aec7j*-r<fcSfc. HM*^-*©**" 
ft©8 tf? r©«±tf ttO©^»ffi*W»*B 1 1 «c J: so 



1 1 -2 1 5 45 2 

4 

g*n-ett©ffrW-*U fti^^*y^A3 3if 

^3 2^6^6n^M^x A3 3*s^S 
^iftcior. i@&7*-£3 2 ^1fA3 3<h£ 

-6 C i 6C J: 0 iSft^- * 3 2 *J^E 3 tiltifr&fr 
«Wr"*-*C£rt*-C*5. £©*§-£. lfT©*"C2tf* 
r#SES*i*«fc* £ESftfcCi*tfcWT*C£**T 
#&t^a> 4 H4©BicijVrJ:9tcfi|*fa©8tf * hCc 
our ^-eti-etio^ir^H-ffl^tHH/A:^* * ^ij-a 

3 3££^frCffilvr&J;l> 0 

^^vs^Braw* us^u** eases ft 

^t^ci^tt, */c, &o**aj^-*a»6^©ii« 

[0018]^ff7'Sl 6tB. ^^^i7ltA3 3^ 

com *y *wjt*- *jwr*t3 titc o ^(tcmz&x. btift 
s««ris#ffciyfcBi-^ffc7 s -5f3 4w k 

i»^ccffl»-r*5. cnccto. i®*7 r -*3 2#s 

PI— CD^x A3 S^eftSBU©®*?*— #CCS£ 

v 3 3#»*»*.6*iS©£|»< C tffi-V&Z. 
[00 19] X^^y*S 1 7r«. Slfe^-dfS 2<b^ 
-^fb^-^S 4<t^— ^CC J PEG7 t-/;P3 0 <t L/"C 

e e 77?^^'; i 6«aisu«few«c<r4>— sis 
«Bia«EK:7*i^^ju*y^ l ccK»)W^6nri»-6. J 

PEG7r -fil/30 tt£ — fiSttrCM 5 &C7nT<fc ^ tC^— ^ 

ffi^^OtffR^t?^^^SP3 li, ©#7=-^ 
3 2i^61^^n^ B TisZJlt/Sv itcjz^xizm 
J PEG7 r -T;U3 0©*ft^», »|gH^V+ ^ 
5r-^ K3SE©»K*fr«©«*fe^^ ^SP3 1 CtIB 

-^{L-r- ^34 *JEtcj|iniLTga»Lr 1*5. 
[0020] 77-r> A ^*'J 1 e^-r^^Jl/^?^^ 1 

?^*y i eccjiie^^-^s 4^©®<3lftHif s 



5 

-**:**&C»J PEG7 7 >f^3 O&imOXtoZ. 

fcfc, A*yD>2 0^f^f )\,Hj*=? 1 tci®^ 

;i/3 0^^SJ3 l^KJcOEMOT. SS^V3> 
2 OCc|£j2irSi#CCtti^O*Uf s --^ J £:ffft)L/<Cl»<*: 

[0 02 1 ]—*, •Z'yyZs^S*:') 1 6 £;l>*7 

iii«*«jE-rs««*««iL6ti'rc^»^K:tt. M&t* 

[0 0 2 2] Sfc, Hl«c^-r*3B»«©7 0-^i-- 
^f^S 1 30*«CXf7^S 1 4-CM£*7 r 
-££J PEGEWU ^©SlK^^y^'S 1 5. SI 

X^>^*S 1 3CD^CCXt'^7 , S 1 5, S16£H 
ff L/v *<D*£fc*^v:/S 1 4tlHf-^ J PE 
GffiBW -5 C <b & pJtET& 
[0 02 3] ±IE©J:^ftf 1 

IE:/ o ^ A <t tc J; o r iffi&&iiE V* A#flte5 $ *i 
[0 024] ^V3>2 occiifflte^-d'i^OlfcflJT*- 

Lt77 ^^jx^^tU 1 6 F*9£> J P E G7 y -fil/Jgr^'V 
n> 2 0 77r>^*yi6^f 
«a«ET^Vn>2 0 £ajfttt<30*5»S"C7*-v^ 

^e»; i 6tci£^^nfcj peg7t^i/3 o^va> 
2 0 -citSR*8Sl& c t h nres-cAs. 

[0025] JPEG77^f^3 OO^v #gJJ3 lfo<D 
mmt? £ -'9 3 4&y s &2>l'#<*v lf*TCfMBgiCCJ:o 

{tf-^3 4^#Sl^l\ ^f-^3 4^i 



(4) ^P3¥ 1 1 -2 1 5452 

6 

[0 0 2 6] Uc*^t, *%QJI!gftffl0m*@5ES'X 
y-OU <:*3IJfcWCttJ PEG77^l^30) 

io aftttuSDratB-rs. SWflMfflltt. ^V3>2 0«CY 

[0 02 7] KSET/ni^ACCJ PEG77-fJl/ 

3 O^Oli^-^cDiS^^T^^^^fti-^^C 

[0 02 8]^ mMWtC*-oXimLft*5tC* * 

n^mBm^mi^tix^r^K K^^n^ 
i\ ^';^7 v ;uco€>0'C^>^c<b^5i^['r-sc<h^rt 

[0 0 2 9 ] iiBOSBSfeWrtt* J P E GEISOftifc© 
0ttii7 : -^^JPEG7 7>f ;KD^ v # SPCCSE& L It 

[0 03 0] ^ISSWrtt^OlftHi^-^iDii* 
T^-^i^:— ^CCJ PEG77 -/JUibriE^Ofc^ 

40 [|gffi0ffl4i&itt9J] 

[g|2] **w©iafi««:<fcs^4'^#^'5 j fe^r^ 
a v t?MX&z> 0 

[S3] *^©HS6W«:J:4v s ^5fii'*^^«:ffl^6 
[0 4 3 *^©ll«««:J:iaifc'7 r -d'<o^* 



I "risZJlttst =y 

I I fwaaea 

1 2 »*U>X 

1 3 CCD Ofc-fe>ttO 

1 4 A/D^&3£ 

1 5 RAM 

16 7^^>ay^'J (M&IEI&&#> 



(5) 11-2 1 5 452 

8 

* 1 7 -f>£-7x^;* 

1 8 «8E*-30t, 

2 0 a'V3> 

3 0 J PEGVr^Ol 
3 1 ^ * # « 

3 2 PUfc^-* 

3 3 =F**^1fA (g&OttHJf*-*) 

* 3 4 Bg-Sfffc^-* (^OtfcfcH^-*) 



[HI 3 



CH3] 



[H4] 



~~r~ 



I 



J PEGEffi 



'S10 



-S11 



'S12 



-S13 



-S14 



-S15 



-S16 



-S17 



G 


R 


G 


R 


G 


B 


G 


B 


G 


B 


G 


R 


G 


R 


G 


B 


G 


B 


G 


B 


G 


R 


G 


R 


G 



(A) 



(B) 



10 110 10 0 0 
110 0 0 0 10 
0 0 0 10 0 10 
0 110 110 1 
1110 10 0 1 
10 0 111000 
0 10 00110 
10 1 10 10 1 



V 33 



32 



\ 

10 1 10 10 0 
110 0 0 0 10 
0 0 0 10 0 10 
0 1 10 110 1 
1110 10 0 1 
10 0 1110 0 

0 10 0 0 110 

1 P 1 1 0 1 0 1 



10 0 0 1110 



[M2] 



\ 



12 



13 14 

4---4: 



20 



15 

••) 


16 






RAM 











P c 



l/F 



18 



11 



(6) 



ftffiW- 1 1-215452 



[H5] 



31 



1 0 1 1 0 1 0 0 1 1 00 0 0 1 0 
00010 -0 1101101101 
1110100110011100 



0100011010110101 



.34 



-32 



